INFRASTRUCTURE FOR THE ON-DEMAND ENTERFRISE COURSE DESCRIPTION

CTX-1327Al Citrix Password Manager 4.5: Administration

This course introduces administrators and IT professionals to Citrix Password Manager 4.5 and prepares
them to install, administer and support the product. Interactive instructor-led discussion and hands-on
labs and exercises guide learners through administrator tasks preparing them to manage Citrix Password
Manager 4.5 deployments.

Audience

This course is intended for system administrators familiar with networking components, security elements,
Microsoft Windows Server 2003 and Presentation Server environments

Preparatory Recommendations

Before taking this course, Citrix recommends that learners complete:
e CTX-1455BW Citrix Common Management Platform 4.5: Administration
e CTX-1325AW Citrix Password Manager 4.0: Architectural Overview

Key Skills

Upon completion of this course, learners are able to:
e Install Citrix Password Manager 4.5
Create application definitions in the Console
Configure password management
Configure settings for agent software deployment
Identify advanced configurations such as Hot Desktop and Account Self-Service

Instructional Method

Instructor-led training course with classroom discussion topics and the practical application of concepts
through hands-on exercises and group activities.

Course Length
2 days

Certification Preparation

This course is part of a series of recommended training that prepares candidates for exam 327 Citrix
Password Manager 4.5: Administration which is required for certification as a Citrix Certified Administrator
(CCA) for Citrix Password Manager 4.5.

Topic Outline

Provided is the topic outline for CTX-1327Al:
¢ Introducing Citrix Password Manager
o ldentifying Primary Components
o ldentifying Password Manager Editions
0 Preparing for Deployment
e Selecting and Installing a Central Store
0 Selecting a Central Store
0 Creating an Active Directory Central Store
0 Creating an NTFS Network Share Central Store
0 NTFS Network Share Central Store Design
e Managing Password Manager Licensing
o0 ldentifying License Functionality
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0 Managing Licenses
e Creating and Managing Application Definitions
0 Managing the Password Manager Environment
Managing Application Definitions
Using the Application Definition Tool
Creating Application Definitions
Creating Windows Application Definitions
Identifying Windows Forms Using Advanced Matching
Defining Windows Form Actions
Creating Web Application Definitions
Creating Host/Mainframe Application Definitions
Using Host Emulator
Managing Application Templates
e Configuring Password Manager
Managing Password Policies
Managing User Configurations
Assigning Users to a User Configuration
Creating an Application Group
Configuring Agent Interaction
Configuring Licensing
Configuring Primary Data Protection
Configuring Secondary Data Protection
¢ Installing and Managing the Agent Software
o0 Installing the Agent Software
0 Managing the Agent Software
o0 Configuring Password Manager Registration
0 Managing Credentials Using the Logon Manager
0 Logging on to the Correct Application
e Configuring Complex Application Definitions
o Identifying Complex Windows Applications
e Configuring Optional Features
o0 Configuring the Citrix Password Manager Service
Managing Identity Verification
Configuring Question-Based Authentication
Registering and Managing Security Questions
Configuring Key Management
Configuring Self-Service Features
Configuring Password Provisioning
Configuring Data Integrity
Configuring Account Association
Configuring Hot Desktop
Configuring Smart Cards
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Registration

Please go to www.citrixeducation.com to locate a Citrix Authorized Learning Center (CALC) offering CTX-
1327Al.
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